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A bots i barralls...

Cloud Security









https://socprime.com/blog/what-is-bgp-and-how-its-failure-took-facebook-down/











Top Threats to Cloud Computing
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https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/



https://www.paloaltonetworks.com/prisma/unit42-cloud-threat-research-1h21



https://www.paloaltonetworks.com/prisma/unit42-cloud-threat-research-1h21



https://www.paloaltonetworks.com/prisma/unit42-cloud-threat-research-1h21



https://www.paloaltonetworks.com/prisma/unit42-cloud-threat-research-1h21



https://www.paloaltonetworks.com/prisma/unit42-cloud-threat-research-1h21



Cloud Governance
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Shared Responsibility Model
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Cloud Security Mapping
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Mapping of 
On-Premises 
Security 
Controls Versus 
Services Offered 
by Major Cloud 
Providers

https://www.managedsentinel.com/mapping-of-on-premises-security-controls-versus-services-offered-by-major-cloud-providers/



Shared Responsibility Model

20https://www.cisecurity.org/cis-benchmarks/



DevSecOps is a MUST!
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SOFT LAW & CLOUD PROVIDERS
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International standards (ISOs) would be part of the Soft Law that, although not mandatory, establishes the principles of quality in the provision of cloud services 
by the companies that comply with them.

The most relevant ISO in the provision of cloud services would be:

ISO 27001: For information security management systems. It focuses on risk assessment and the application of essential controls for their mitigation and 
elimination.

ISO 27002: Good practice guide that describes the control objectives and recommended controls in relation to information security.

ISO / IEC 27017: Security controls for cloud services. It focuses on aspects of responsibility, elimination and return of assets at the end of the contract, operations 
and administrative procedures, ...

ISO / IEC 27018: For the control of data protection in Cloud services.

It is also important to highlight the National Institute of Standards and Technology Framework (NIST) and the Cloud Security Alliance (CSA) which is a voluntary 
tool intended to help organizations identify and manage the risk of privacy to build innovative products and services, protecting the privacy of people.
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https://csirt-kit.org

https://csirt-kit.org


Trending TOPIC: Sovereign Clouds 
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Sovereign Data Driven Clouds: Gaia-X initiative 

28

https://gaia-x.eu/ 

https://scs.community/

https://gaia-x.eu/
https://gaia-x.eu/


i2CAT Staff
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150Near





Thanks!   Q&A
@jordiguijarro



BONUS SLIDE
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